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Background
We often receive queries from members of public and organisations regarding concerns over sending personal data to UK embassies abroad, as well as queries about sending personal data to foreign embassies located in the UK.

Line to take
For transfers to UK embassies overseas:
The ICO previously understood that embassies (which includes, high commissions and consulates)based in the host nation (e.g. the U.S.A) are on sovereign soil of the country of origin (i.e. the UK). As such, any transfer of personal data would, in effect, be the same as sending personal data within the UK and therefore the 8th principle would not apply in these cases. However, in the light of new information the Commissioner has revised his view.
We are advised by the Foreign and Commonwealth Office (FCO), that UK embassies outside the UK cannot be viewed as part of the UK. However, personal data processing by UK embassies is protected in two ways:

a) the embassy is inviolable. This means that the authorities of the host state have no right of access to the premises of the embassy, and the property within the embassy; and

b) UK embassies, like all embassies, will operate under the legislative regime of its home country,
UK embassies will therefore apply the UK Data Protection Act to their data processing regardless of where they are located and the citizens they deal with. The Act applies differently in different situations as follows:

- For transfers to UK embassies in countries outside the EEA

The 8th principle does apply to any transfers to UK embassies in countries (‘third countries’) outside the European Economic Area (EEA[1]) therefore any data controller in the EEA wanting to transfer personal data to a UK embassy located outside the EEA must ensure an adequate level of protection for the rights of the data subjects whose data is to be transferred or ensure that it may rely on a derogation from the eighth principle as set out in schedule 4 DPA. Given the protection afforded to information processed by UK embassies outlined above, it should be straightforward for an organisation to come to a positive adequacy assessment for their transfer.

Line to take for transfers to foreign embassies located in the UK

A situation may arise where personal data is sent to a foreign embassy located within the UK.

The embassy will apply the data protection principles of its own territory or country even though it is, geographically speaking, located on UK soil. Embassies of EEA members process data in accordance with the European Data Protection Directive 95/46/EC. Embassies of non-EEA members will apply their own data protection rules if any or will not offer any data protection rights in relation to the data.

Therefore individuals and organisations submitting information to a foreign embassy should bear in mind that the recipient embassy may offer no, or only limited protection, for the rights of data subjects. Data controllers must take great care when transferring personal data to foreign embassies located in the UK. Where the embassy in question is that of an EEA Member State, the European Directive (as implemented in that EEA Member State) will apply to the processing by the embassy.

Where the embassy is of a country or territory outside the EEA, it is difficult for the data controller to be certain what, if any, data protection legislation may apply. In these circumstances, although the data cannot be said to have been ‘transferred to a country or territory outside the EEA’ (and so the prohibition on such transfers set out in the eighth principle may not technically apply), the data is nonetheless being transferred to a body (the embassy) over which the ICO has no jurisdiction and where European data protection legislation does not apply. Data controllers should therefore exercise caution and ensure that they have in place adequate protection in connection with the proposed transfer for the rights of data subjects. A failure to ensure adequate protection may not breach the eighth data protection principle but is likely to amount to unfair processing contrary to the first data protection principle.

Internal ICO process to follow for complaints about foreign embassies

If the ICO receives a complaint about a UK-based foreign embassy for an alleged data protection breach, the matter needs to be referred to the foreign government concerned via the UK Foreign and Commonwealth Office (FCO). In these cases, please inform the International Team who will contact the FCO to ensure appropriate handling of diplomatic aspects of the case. Do not attempt to contact the Embassy or the foreign government directly yourself.
