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CCTV and the ‘domestic purposes’ exemption

Images of people – including those captured by CCTV cameras - are covered by the Data Protection Act 1998 (DPA).

Section 36 of the DPA provides an almost total exemption for those who just use personal data for their own domestic and recreational purposes.

Up until recently, it was our view that when people used CCTV for their own household purposes, the footage was exempt from the DPA.

However, we now consider that such footage will only be exempt if it contains images captured within the boundary of the operator’s domestic property. Any household CCTV operator capturing personal information from outside their property will need to comply with the DPA.

If the camera captures footage from beyond the boundaries of their home, the operator cannot be considered to be using it for purely personal or household purposes, as it is also intruding on the privacy of others.

Why has our advice changed?

· In late 2014, the Court of Justice of the European Union issued a judgment concerning the use of CCTV cameras on domestic properties.

· This judgment explained that if someone’s CCTV camera captures footage of people beyond the boundaries of their home, they are not using it for purely personal or household purposes and they are not exempt from the DPA.

When is processing of CCTV footage caught by the DPA?

· A camera is set up to cover the householder’s front door, to deter burglars. However, it also captures the pavement outside.

Although the focus of the footage will be the householder’s front door, as it also films the street, it is likely to pick up third party personal data as people walk past.

If a camera covers, even partially, any areas beyond the boundaries of the operator’s property, it will no longer be covered by the domestic purposes exemption.

The householder should therefore consider whether they can reposition their camera, so it does not film the street.

· A camera overlooks a neighbour’s property, such as their driveway or garden.

Although a neighbour’s property is not a public space, it is still beyond the householder’s property and so the images captured will be subject to the DPA.
If it is not possible to site the camera in such a way that it leaves the neighbour’s privacy intact, when considering setting up a camera that covers a neighbour’s property, it is good practice for the householder to discuss the matter with their neighbour first and get their agreement to capture footage of their property,

· A householder’s camera overlooks a driveway or side return that they jointly own and share with their neighbour.

Although the householder is not filming beyond the bounds of their own property, they are filming beyond the bounds of the space that can reasonably be considered private to them.

Again if it is not possible to site the camera in such a way that it leaves the neighbour’s privacy intact, when considering setting up a camera that covers a neighbour’s property, it is good practice for the householder to discuss the matter with their neighbour first and get their agreement to capture footage of their property.

· A householder’s camera has been set up to cover their car, which has been subject to vandalism. The car is parked on a public road. The householder has tried, but has been unable to focus the camera so it does not pick up the road.

Although the focus of the footage will be the householder’s car, and they do not want to record any public space, the fact remains that they are and the images will, therefore, be subject to the DPA.

· A camera is set up in plain sight, only records images inside the householder’s home, but picks up images of a people working there (child-minder, cleaner, electrician, boiler engineer etc).

As the CCTV camera is set up so that it only records footage within the boundaries of the property, it will remain exempt under the domestic purposes exemption, no matter whom it films.

It is, however, good practice to let people know they are being filmed before they enter the house.

· A covert camera is set up to monitor the activities of a household employee, (child-minder, cleaner, electrician, boiler engineer etc). 

Although it is good practice for a householder to let people know they’re being filmed before they enter, they might set up a camera because they suspect an employee of wrong-doing and want to see if that’s the case and/or gather evidence against them.

As long as the employee is employed for purely domestic reasons, and not as part of a commercial enterprise run by the householder from their home, then footage taken of that employee within the home will still be exempt, even if they don’t know about it.

However, the householder needs to be very careful about any further use they may make of the footage. Although they may well decide to terminate someone’s employment on the basis of the footage, or hand it over to the employee’s commercial employer or the police, the householder should consider that any further uses of that data may be subject to action under legislation other than the DPA (see ‘Further uses of personal data captured by CCTV’ below).

· A camera only records images inside the operator’s home, but their home is rented. Does this make a difference?

No. If the CCTV camera is set up so that it only records footage within the boundaries of the operator’s home, it will still be exempt.

They may, however, want to check it is ok to install CCTV with their landlord.

· In a block of flats, one of the residents has set up a camera in the shared entrance area, so they can see who is visiting their flat.

As such entrance areas tend to be shared, the camera will cover areas beyond the boundaries of the resident’s own personal space, so the footage will be subject to the DPA.

· In a block of flats, all of the residents have ‘clubbed together’ to buy and install a CCTV camera in the shared entrance area, so they can see who is visiting their flats.

If all householders (owners or renters) in a building agree to the CCTV, and the camera does not record images from outside the boundaries of their shared property, then the footage will be exempt from the DPA.

However, before installing any cameras on this basis, the householders should be prepared for the fact that people could leave the scheme (for example they no longer want to take part, or they move out and other residents move in.) Without agreement from all relevant parties, the footage will be subject to the DPA.

· In a block of flats, the landlord has set up a camera in the shared entrance area, so all residents can see who is visiting.

If the cameras are operated by a commercial landlord as part of offering a secure property for someone to rent, then they are likely to be outside the domestic purposes exemption even if the footage is confined to the property.

· CCTV with audio recording.

If the camera only picks up noise from within the boundaries of the householder’s property, they can rely on the domestic purposes exemption. However, audio recording is particularly privacy intrusive. If a camera can pick up noise from outside the boundaries of the householder’s property, it should be disabled.

A CCTV system is subject to the DPA. What does the householder need to do?

· Make sure the camera captures the minimum amount of Personal Data necessary - Amongst other things, the third principle of the DPA says that personal data shouldn’t be excessive for the purposes for which it’s to be used. As such, the first thing the householder should do is make sure that their camera is focussed in such a way that any coverage beyond the boundaries of their property is kept to an absolute minimum.
· Be open about what they are doing - The first principle says that processing should be fair. Generally speaking, this means that the people concerned should know about it. A householder could provide the relevant notification in a number of ways, depending on the circumstances. For example, if a camera films a public street and could capture anyone walking down it, then the best way to tell people about it will probably be by putting a sign up explaining that they are filming. However, if a householder has a single camera that captures a small part of their neighbour’s property, then they could simply tell the neighbour about it, and update them when and if anything changes.

· Delete or overwrite the footage as soon as possible - The fifth principle says that personal data should only be held for as long as necessary. Householders should therefore make sure that the data they collect is deleted or overwritten as soon as possible.

· Hold the footage securely - The seventh principle says that personal data should be secure. Although householders should not be holding any third party personal data for any length of time (see above) any they do hold must be held safely and not disclosed to anyone who is not authorised to receive it (please also see ‘Further uses of personal data captured by CCTV’.)
· Be aware that other people may have a legal right to access the footage - Any third party whose data is captured (where footage is subject to the DPA) has certain rights in respect of it. In all cases, we would encourage householders and affected third parties to act as informally and co-operatively as possible. Just because the DPA applies, there is no need to act in an overly formal and bureaucratic manner. For example, if a neighbour asks to see footage a householder has of them, under many circumstances there will be no need for the householder to insist on receiving the request in writing and no reason for the neighbour to insist on receiving a copy in permanent form (particularly if they have a good relationship and want to keep it that way). However, the rights people do have (and that are most relevant here) are as follows:
· The right of subject access (s7). People are entitled to a copy of the footage that is held about them in ‘permanent form’. This doesn’t apply where the data subject agrees to receive their information in another way (e.g. viewing the footage) or where supplying it is not possible or would involve disproportionate effort.
Although our SAR code of practice makes clear this provision is only likely to be relevant in exceptional cases, the code isn’t predominantly aimed at household CCTV users. As most householders are unlikely to have the equipment necessary to make and supply a permanent copy of the information (particularly given the obligation that sometimes applies to remove information relating to third parties), then we’re unlikely to insist on them supplying a permanent copy.

As mentioned above, where the householder is on reasonably good terms with the requester, they should offer to let them see the footage. In other cases, if they cannot easily provide a permanent copy, it is likely to be sufficient for them to supply a transcript of the footage, provided this is sufficiently detailed.

For the sake of completeness, the usual SAR requirements still apply (including timescales, maximum fees, the right to ask for information to help identify and locate the information and routine deletions).

· The right to prevent processing likely to cause substantial and unwarranted damage or distress (s10). Experience suggests that CCTV operators are highly unlikely to receive such requests. If they do receive such a written request from someone, under the DPA the householder should respond in writing, within 21 days, saying whether or not they intend to comply with the request and giving any reasons they have for regarding it unjustified.
· Registration - The householder will also need to register with us as a data controller. We recognise that individuals need time to adjust to these developments in the law. We do not, therefore, propose to take action against any individual for failing to register their use of domestic CCTV cameras following this judgement until April 2016, except in exceptional cases.

We are also doing some work to make sure that if someone does want to register, they can do so simply and easily. For example, at the moment, everyone who registers has their ‘registered address’ published on the public register. We don’t believe this should be necessary for householders wishing to secure their property using CCTV systems. We are therefore using the next 12 months to make sure that we have a proportionate registration system in place.

If someone calls the helpline wanting to register they should be put in touch with the Registration team, but should be discouraged from registering for the time being until we have had the opportunity to assess the best way to apply the recent judgement to the registration requirements of the DPA.

Further uses of personal data captured by CCTV

· Can the operator pass the footage from the camera to the police?

Yes. If the footage doesn’t cover areas beyond the householder’s property, the images they capture will not be subject to the DPA, even if they pass them on to the police for law enforcement purposes.

However, even if the footage goes beyond the householder’s property and is subject to the DPA, there is nothing to stop the householder from passing it on to the police for the purposes of law enforcement.

· Can the householder upload images from their CCTV cameras to the internet?

There is nothing in the DPA to prevent this, but individuals can break the law in other ways when posting information online. For example, they could be prosecuted under the Protection from Harassment Act 1997 or the Communications Act 2003. They could also be subject to a claim in the civil courts for damages, or be held to be in contempt of court. It’s therefore important that householders think very carefully before posting footage from the CCTV cameras online.

· Cameras used for other purposes

The recent court ruling means that different uses of cameras that intrude into the privacy of others may also be covered by the DPA. This potentially means that the use of a range of hand-held, body-worn or otherwise controlled or mounted devices may be covered by the DPA, with operators no longer able to claim the domestic purposes exemption.

When determining whether the exemption applies, we will look at the purpose of the filming. If the purpose is surveillance or continuous monitoring (eg using cameras mounted on car dashboards that continually film when the engine is on to reduce insurance premiums) then whether or not the camera captures images from outside the operator’s domestic space, will determine whether the exemption applies.

If the filming is not for surveillance (eg a parent filming their child at a school sports day), the exemption can still apply (subject to the usual advice we give), even if they are filming outside their own domestic space.

We’re still considering the implications of the ruling and may well be asked about situations that aren’t clear. However, if camera operators are in any doubt, they should register their use of their cameras and comply with the wider provisions of the DPA.

Complaints about householder’s CCTV systems

· Can individuals complain to us about a householder’s CCTV system?

Technically, yes, but we are keen to encourage an informal approach wherever possible to avoid unnecessary disputes escalating into complaints to the regulator.

We are therefore keen to encourage neighbours to be open and transparent with one another if their camera overlooks someone else’s property, or if they think their property is being overlooked.

Where a customer is concerned about a neighbour’s CCTV system, we should advise

the following:

· If they have not done already, the customer should speak to their neighbour to clarify if the camera they can see is capturing footage outside of their property. Some cameras look like they are capturing more footage than they are.

· If their neighbour confirms that their camera is capturing footage outside their property, the customer should ask them if they are able and willing to adjust the position of the camera so that this is no longer the case.

· If their neighbour refuses to take their concerns seriously, the customer should make their neighbour aware of the DPA and the guidance we have produced for household CCTV operators.

· If their neighbour refuses to adjust their cameras, grant them access to the footage or more generally comply with their obligations under the DPA – the customer can raise their concern formally with us as the regulator.

· Can people make SARs to householders for copies of any footage they might appear on?

If the footage is subject to the DPA they can, however, it won’t always be obvious if this is the case.

Again, we encourage people – in the first instance – to informally approach the householder first. If the householder confirms that they are not recording beyond the boundary, then making a SAR would be pointless.

If the footage is subject to the DPA, then we would still encourage an informal approach. If a neighbour asks to see footage a householder has of them, under many circumstances there will be no need for the householder to insist on receiving the request in writing and no reason for the neighbour to insist on receiving a copy in permanent form (particularly if they have a good relationship and want to keep it that way).

If, however, an informal approach has not been successful, someone can make a

subject access request to their neighbour for footage that has captured them outside of the neighbours property or boundaries.
