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This line is specifically about complaints involving information which has been posted on a social networking profile or a blog and subsequently used by an employer in disciplinary action. In most cases the information comes to the employer’s attention because the person posting it has an open profile, because they are friends with their manager, or because they are friends with a colleague who then brings it to the manager’s attention.
This line is applicable in situations where an individual has posted information which has been used against them. It should not be used in cases where an employer is actively monitoring staff activity online, either covertly or with staff knowledge. When dealing with enquiries on those issues you should refer to the employment practices code or seek further policy advice.

Line to take
It is important to note that in these circumstances the employer has not set out to obtain information using Facebook; rather, they have had information disclosed to them either by the employee or by a third party. It is very unlikely that an employer will be in breach of the DPA by having information disclosed to them. If an employer is made aware of information about an employee which they are entitled to act upon – for example, information which discloses possible misconduct – then the DPA will not prevent them from using that information just because it has been published on a social networking profile or in a similar online context.
The issue at the heart of these complaints is generally whether any disciplinary action was a reasonable response to the circumstances confronting the employer. Primarily this is a question of fair employment practices, not fairness in DPA terms. Disciplinary action must be preceded by appropriate investigation and so employers should be wary of relying on information of dubious origin such as Facebook posts or hearsay. This is not a data protection issue: employees who have been unfairly dismissed or disciplined may make a claim to an employment tribunal. Callers should be directed towards the ACAS disciplinary code or other employment law advice if they are objecting to disciplinary action taken against them.
The DP principles will apply when the employer is considering how to process any information they have been given. For example, if an employer continues to hold the information without taking disciplinary action, this processing might be unfair and excessive. Most questions about the continued processing of information in this context are covered by the employment practices code.
