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The Privacy and Electronic Communications (EC Directive) (Amendment) Regulations 2011 – SI 2011 No. 1208 have come into force on 26 May 2011, amending the Privacy and Electronic Communications Regulations 2003. It is the UK enactment of Directive 2009/136/EC – known as the EU Cookie Directive.
New amendments include:

· new obligations for some organisations to notify the Commissioner, and in certain circumstances, the data subject, where security breaches occur;

· a power for the Commissioner to audit certain organisations in respect of their security breach reporting obligations;

· increased powers for the ICO to punish organisations – including a power to fine up to £500,000;

· a power to serve ‘Information Notices’ on certain third party organisations, asking for information to help us identify organisations which are breaching the PECR.

Security obligations and reporting personal data breaches.
What are the new obligations?

An increased obligation to keep public electronic communications services secure; and

Obligations relating to reporting ‘personal data breaches’.
Who do these new security obligations apply to?
Providers of a ‘public electronic communications service’ – for example, internet service providers and telecommunications providers.
What are the new security obligations?
The minimum possible is taking appropriate technical and organisational measures to safeguard the security of that service. Regulation 5(1A) sets out the minimum security measures for providers of public electronic communications services:

· that personal data can only be accessed by authorised personnel for authorised purposes;

· that steps are taken to protect that personal data; and

· that a security policy is in place to protect that personal data.


What is the Commissioner’s new PECR audit power?
This is a very narrow power to audit certain organisations’ compliance with:

· the security obligations set out in Regulations 5(1) and 5(1A); and

· the security breach reporting obligations set out in Regulation 5A.
Put simply, the Commissioner can audit the security measures taken to protect the public electronic
communications service and if breaches have been appropriately reported.

Who can the Commissioner audit under this new power?
Providers of a ‘public electronic communications service’.


What are the new security breach reporting obligations?
Regulation 5A states that providers of a public electronic communications service must:

· report a ‘personal data breach’ to the Commissioner; and

· where a ‘personal data breach’ is likely to adversely affect the personal data or privacy of a subscriber/user, notify that subscriber/user of that breach too.


The information which must be shared in each situation is set out in Regulations 5A(4) and (5).

What is a ‘personal data breach’?
A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed in connection with the provision of a public electronic communications service.


What if an organisation does not report a personal data breach?
Regulation 5C introduces a new fixed monetary penalty of £1,000 for the Commissioner to use.
This can only be used where the ICO becomes aware that a provider of a public electronic communications service has failed to report a data security breach to the ICO.
